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	Item
	Description
	Specific Configuration

	Maximum Message Size
	Maximum size of Encoded e-mail messages including message body and attachment(s).  “MIME” encoding adds approximately 33% to the size of the message and attachment.  Encryption adds to the overall size as well.
	20 MB


	Mailbox Size
	The size of the users mailbox allowed on the server
	Standard   400MB (<90%) 

Enhanced    1 GB (<10%) 



	Mailbox Size – Temp Emergency increase
	Temporary mailbox size increase allowed when user on short term travel (<30 days) and unable to manage their mailbox.

Increase expires 3 days after traveler returns.
	400 MB increased to 700MB

1 GB increased to 1.3 GB

	Deleted Items Retention
	The number of days a single item can be restored after deleting by user. 
	14 calendar days

	Deleted Items Retention by Help Desk
	The number of days a single item can be restored after deleting by user and recovered by a Help Desk ticket.
	15 to 30 calendar days after the deletion

	Restore Deleted Mailbox
	The number of days a mailbox can be restored 
	30 calendar days

	Backup Retention
	Backup Tape Retention
	30 calendar days


	Message Tracking
	The number of days a message can be tracked through the system
	No more than 7 days

	HSPD-12 (VIP) cluster retention
	Special email retention schedule for subset of NASA personnel.
	Retain email for specifically designated HSPD-12 personnel on protected media for an indefinite period of time.   


Service Level Objectives
	System Availability
 Availability is the amount of time the system(s), or the total system, is working such that the customer can utilize the ordered provided services.    The seat/system is considered available when the entire hardware and software configuration of the system operates correctly at the subscribed service level.


	Item
	Description
	Objective
	Measure


	Exchange Service Hours
	99.9% of the hours the Exchange servers should be available per month minus maintenance windows and scheduled outages. 

 
	24 hrs/day excluding scheduled maintenance and scheduled changes.

Maintenance Window:  Monthly maximum of sixteen hours downtime scheduled for (4) four-hour increment, every Friday between the hours of 11pm to 3am CT.   Special events (flight freezes, facility maintenance, etc.) may require maintenance window changes.  

Scheduled outages:  Scheduled with a minimum of one week notice to impacted users prior to the outage.  
	Vendor provides monthly availability report.  Evaluate the system outage reports on a monthly basis to verify that system downtime does not exceed acceptable limits.  Availability percentage is based upon a ratio of actual number of service minutes per user divided by the total number of possible minutes per user.
Formula used:

1- (Outage minutes/total client minutes)



	Exchange Service Hours – Absolute Availability
	97.68% of the hours the Exchange servers should be available per month.   

 
	24 hrs/day 
 
	Vendor provides monthly availability report.  Evaluate the system outage reports on a monthly basis to verify that system downtime does not exceed acceptable limits.  Availability percentage is based upon a ratio of actual number of service minutes per user divided by the total number of possible minutes per user.
Formula used:

1- (Outage minutes/total client minutes)

If the only outages during a 30 day month were the 4 4-hour maintenance periods, you would have an Absolute Availability percentage of 97.78%.

	Mailbox Database Outage
	The amount of time it takes to restore a single database outage. (multiple users per mailbox database)
	8 hours
	In the case of database outage event, verify that the database is restored to service within an acceptable timeframe, from the earliest report (whether from automated monitoring service or a ticketed customer report)


	Storage Group Outage (based on current mailbox sizes and 24 mailbox databases)  
	The amount of time it takes to resolve a storage group outage
	8 hours   
	In the case of a storage group outage event, verify that the storage group is restored to service within an acceptable timeframe, from the earliest ticketed customer report.

	Security Requests – requests for information on a NOMAD user account.  


	Provide data as requested.  Time required to provide data is dependent on the amount of data available, the number of requests in queue, and the priority of the requests.

Requests are prioritized by urgency.

1. Requests from Federal law enforcement agencies – e.g. FBI

2. Requests from State and local law enforcement groups

3. Security requests from NASA IT Security.

4. FOIA and OIG requests
	All data requests are to be made following NASA SOP-008, then sending the request via encrypted email to the Government Agency Email Manager, the Contractor IT security Manager, and the Contractor Agency Email Operations Manager, followed with a phone call to each. Each request is to be tracked in secure or very limited ticket system.

Type 1 and 2 request - These requests will be started within 2 hours after the ticket is opened during business hours, and best effort after normal business hours.

Type 3 and 4 request – These requests will be started within 8 business hours after the ticket is opened.

	Security Requests – requests for information on a NOMAD user account.  

Difficult to establish a fixed completion time.  Process will be developed whereby NASA and the service provider agree on a completion time for each request and the metric be success in that completion time.

	Instant Messaging Service Access Availability
	Remote Access to NOMAD provided via Live Communication IM Services are available during the service hours. Service hours 24x7 less maintenance hours.
	99.9% 
	Evaluate the system outage reports on a monthly basis to verify that system downtime does not exceed acceptable limits. 
Formula used:

1- (Outage minutes/total client minutes)
Total Client Minutes is determined by the average number of users for the time of day and the day of week for the outage.

Average is calculated on previous month’s data. i.e. April would be calculated based on March.


	System Performance 



	Item
	          Description
	Objective
	Measure

	Outbound Inter-site Message Transfers
	Email services originating internally and measured up to the Gateway demarcation point.

	< 5 minutes


	Requires set up of automated methodology capturing message transfers and time frames to ensure contractor is providing service within acceptable limits through the NPFs, Proofpoint, & Exchange Hub.

	Message Transfers 
	Intra-Exchange mailbox to mailbox traffic.
	Transfer speed to be defined with Ex2007
	Audit a random sample of emails passing via Exchange Hub to ensure contractor is providing service within acceptable limits.


	Disaster Recovery



	Item
	Description
	Objective
	Measures

	Implementing COOP
Mailbox Restore 
	Estimated outage less than 24 consecutive hours 
	No Action
 
	No Action


	Implementing COOP
Mailbox restore
	Estimated outage greater than 24 hours
	If planned outage, failover to SCR cluster night before outage.

If unplanned outage, initiate failover operations immediately.
	Verify outage greater than 24 hours and failover initiated as mandated.


	Implementing COOP services for ODIN provided Blackberry devices.
	Estimated outage less than 24 hours 
	No Action
 
	  

	Implementing COOP services for ODIN provided, Blackberry devices 
	Estimated outages greater than 24 hours: 95% of BB accounts are connected to their respective Exchange account.
	Accounts connected within 2 hours after Exchange DR.
	Verify 95% of accounts are linked to Exchange accounts through server based report

	Implementing COOP services for ODIN provided, Goodlink devices
	Estimated outage less than 24 hours 
	No Action

	

	Implementing COOP services for ODIN provided, Goodlink devices
	Estimated outage greater than 24 hours: 95% of Goodlink accounts are connected to their respective Exchange account.
	Move Database to backup Sql Server and enable backup Sql Server within 2 hours after Exchange DR.
	Verify 95% of accounts are linked to Exchange accounts through server based report

	Implementing COOP services for ODIN provided, Active Sync devices
	Estimated outage less than 24 hours 
	No action
	

	Implementing COOP services for ODIN provided, Active Sync devices
	Estimated outage greater than 24 hours
	Is part of Exchange failover, no additional action necessary (redirecting mail01 and mail02)


	N/A 

	DR/COOP Recovery – normal operations
	Restore to normal operations after decision to end DR or COOP
	< 2 hours (not business hours)
	Upon return to normal operations after a DR/COOP event, verify availability of a random sample of user mailboxes, including users with Blackberry or Goodlink requirements.  Also verify Goodlink or Blackberry functionality for those users.


	Support Response Times = User Initiated Support Request (ODIN responsibility)


	Item/Description
	Objective
	Measures

	Temporarily increase mailbox size <= 30 days.  
	<2 hours during business hours; 

< 6 hours outside standard business hours – emergency handling 
	Contractor tracks and reports data against metric on a monthly basis to COTR.


	Add/Disable mailboxes 
	8 business hours from the point that ODIN Help Desk receives mailbox request with all the correct information. 
	Contractor tracks and reports data against metric on a monthly basis to COTR.

	Mailbox Restore (from tape) – available 
	8 business hours after request received. 


	Contractor tracks and reports data against metric on a monthly basis to COTR.

	Distribution List creation/modifications
	8 business hours from the point that the ODIN Help Desk receives request with all the correct information and after government approval if necessary.
	Contractor tracks and reports data against metric on a monthly basis to COTR.


	 Customer Satisfaction (NOMAD Responsibility)
Master Contract: Customer Satisfaction will be measured using commercial/broad industry-accepted practices and objective evidence based on a statistical approach specified by the Contractor and found acceptable to the Government (i.e., selected customer surveys, comment forums). The metric should measure the user’s determination of the accuracy, completeness, consistency, effectiveness, timeliness, and overall quality of the service provided by the Contractor.
The primary measure is the percent of respondents who choose a score of “Very Good” or “Excellent”. The Contractor shall use the following scale: Poor – Fair – Good – Very Good – Excellent.

	Item/Description
	Objective
	Measures

	Return to Service Customer Satisfaction on move/add/ change/break fix tickets.
	95%
	Contractor tracks and reports data against metric on a monthly basis to COTR.

	Periodic Customer Survey on satisfaction (not associated with move/add/change/break-fix.  Suggested timing is semi-annually.
	95%
	Analysis of survey results.

	
	
	


	Outreach (NOMAD Responsibility)

	Item/Description
	Objective
	Measures

	CENTER Notification / Outage Notification/

- Provide notification to center communication POCs about outages
	Planned events – notification required minimum 1 week prior to event. 

Unplanned events - Notification required to Center Communication POCs within 30 minutes of identification and confirmation of an issue by engineering or operations. 
	Contractor tracks and reports data against metric on a monthly basis to COTR.

	Service Outreach
	Provide appropriate Outreach for new or updated NOMAD services.  Status reporting requirements to keep requestors and/or designated contacts apprised of issue resolution progress.
	Audit a random sample of outreach provided for new or updated NOMAD services


10



