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Document Abstract

This document provides all involved parties (including staff, management,
partners, providers, and contractors), regardless of physical location with a guide
and reference to NASA'’s IT service level management processes, procedures,
and standards. NASA'’s service level management process refers to the set of
tasks/activities/functions that seek to manage and support customer relationships
and service levels associated with the IT environment.

Document Owner

The IT service level management process document is owned by the
Architecture and Infrastructure Division within the NASA Office of the Chief
Information Officer.
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IT Service Level Management Purpose

NASA recognizes the need to establish reasonable guidelines for the effective
use, management, and maintenance of underlying IT service level management.
In doing so, NASA seeks to protect the integrity of its production environment
and ensure adherence to NASA standard IT service management practices.

The purpose of this document is to provide all involved parties (including staff,
management, partners, providers, and contractors), regardless of physical
location with a guide and reference to NASA's IT service level management
processes, procedures, and standards.

This document also serves to ensure that all parties involved in NASA’s IT
service level management processes, procedures, and standards, understand
the regulatory requirements associated with NASA’s IT service level
management processes, procedures, and standards.

IT Service Level Management Scope

This document is intended to cover all IT service level management issues

associated with NASA'’s IT environment including, but not limited to:
e Requests

Projects

HW

SW

Operating Systems

Applications

Telecommunications

Networks

Systems

Patches, Upgrades, Modifications

People/Organizational Structure

Process

Service Levels

IT Service Level Management Description

The IT service level management process at NASA is a complex set of tasks,
activities, and functions that seek to manage and support customer relationships
and service levels associated with the IT environment. The IT service level
management process is responsible for the management of IT service level
requests, the agreement/negotiation/formalization and reporting of IT service
levels, and the definition and management of IT products/services.
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The IT service level management process at NASA is comprised of the following
tasks:

e Identification of Performance ltems
Development of a IT Product/Service Catalog
Identification of Relevant IT KPIs
Categorization of Customers
Identification of Customers' KPIs
Correlation of Customer' and IT' KPIs
Attain Agreement On IT Measurement Units
Alignment of Products/Services With Agreed KPIs
Development of Collection and Reporting Vehicles
Definition of Service Level Goals and Responsibilities
Establishment of Feedback Mechanisms/SLAs
Capture of IT Performance
Report IT Performance
Ongoing Communication and Refinement
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IT Service Level Management Process Flow

SD-2 Service Level Management (SLM)

3/9/2009

21 22 23 24
O y Design Service . Develop and
S Create and e Develop Negotiate
D = Maintain End Start > Service Level | 9
Agreement ; Service Scope

-1 < Procedures and (SLA) Requirements &\ Undeminnin
o 2 Policies (SLR) pinning
o e Frameworks Agreements
S O
S o
38
i o 26 12 2.8 29
g s 25 Conduct Review and Develo Record and
= Produce [— Service [— Revise SLAs, — Contacts an [— Manage
wn Service Reports . & Underpinning - . Complaints and
~ Reviews Relationships "

Agreements Compliments

Purpose, Goals and Objectives:

The purpose of the Service Level Management process is to ensure that all operational services and their performance are measured in a consistent, professional manner throughout the IT organization, and that
the services and reports produced meet the needs of the business and customers. The goal of the Service Level Management process is to ensure that an agreed level of IT service is provided for all current IT
services, and that future services are delivered to agreed achievable targets. The objectives of Service Level Management are to: define, document, agree, monitor, measure, report and review IT service levels;

provide and improve the relationship with the business and customers; monitor and improve customer satisfaction; and, ensure proactive improvement of service levels across the IT landscape.

Triggers:

1. Changes in the Service Portfolio
¢ New/Changed Business Requirements
¢ New/Changed Services
2. New or changed agreements including:
* Service Level Requirements (SLRs)
e Service Level Agreements (SLAs)
e Operating Level Agreements (OLAs)
¢ Contracts
3. Service review meetings and actions
4. Service breaches or threatened breaches
5. Compliments and complaints
6. Periodic activities such as reviewing, reporting, and customer
satisfaction surveys
7. Changes in strategy or policy

Inputs:

=

Business Information including Business & IT strategies &
plans and financial plans

Information on current / future Service Portfolio requirements

Business Impact Analyses providing information on impact,
priority, risk and numbers of users by service

New / changed Business requirements

Strategies, policies and constraints from Service Strategy

The Service Portfolio and Service Catalog

Change information from the Change Management Process

Configuration Management System

Customer and user feedback including compliments and
complaints

10. Other inputs including advice or information from any all

other processes

w N

©ONO O A

Outputs:

Service Reports

Service Improvement Plan

Service Quality Plan

Document Templates

Service Level Agreements

Service Level Requirements

Operational Level Agreements

Reports on OLAs and Underpinning Agreements
Service Review Meeting Minutes & Actions
10. SLA Review Meeting Minutes & Actions
11. Revised Contracts

©COoNOGO AN
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SD-2.1 Create and Maintain Service Level Management (SLM) Procedures and Policies

3/9/2009

NASA Business
Customer
Community

(SIM) Service

|

Feedback Loop

211
Manage &
Maintain
Procedures
and Policy

21.2
Review &
Revise
Procedures
and Policy

213
Approve
Procedures
and Policy

214
Communicate
Procedures
and Policy
Change

Other NASA
Retained Authority | Level Management

Services

Provider — Support | Provider — Primary

Services
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SD-2.2 Design Service Level Agreement (SLA) Frameworks

3/9/2009

Provide Input as
Required

NASA Business
Customer
Community

Develop SLRs for New
A Services
221
Design
Service Level
Agreement
Frameworks
Y

PE/Service Mgr.

Provide Input as
Required

Other NASA
Retained Authority

Required

Services

(2.2) Designing Service Level Frameworks:

Using the Service Catalog as an aid, Service
Level Management (SLM) must design the most
appropriate SLA structure to ensure that all
services and all customers are covered in a
manner best suited to the organization’s needs.
There are a number of potential options,
including the following:

. Service-based SLA
. Customer-based SLA
. Multi-level SLAs

The wording of SLAs should be clear and
concise and leave no room for ambiguity. There
is normally no need for agreements to be written
in legal terminology, and plain language aids a
common understanding. It is often helpful to
have an independent person, who has not been
involved with the drafting, to do a final read-
through. This often throws up potential
ambiguities and difficulties that can then be
addressed and clarified. For this reason alone, it
is recommended that all SLAs contain a glossary,|
defining any terms and providing clarity for any
areas of ambiguity.

Where the IT services are provided to another
organization by an external service provider,
sometimes the service targets are contained
within a contract and at other times they are
contained within an SLA or schedule attached to
the contract. Whatever document is used, it is
essential that the targets documented and
agreed are clear, specific and unambiguous, as
they will provide the basis for the relationship and
the quality of service delivered.

Provide Input as
Required

Services

| 1
| I
| I
| I
| |
| I
| I
| [
| I
| |
| Provide Input as |
| I
| I
| I
| |
| I
| I
| I
| I
| |
| I

Provider — Support | Provider — Primary
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SD-2.3 Develop Service Level Requirements (SLR)

3/9/2009

NASA Business
Customer
Community

Provide Input and
Agreement as

Required

(SIM) Service
Level Management

Provide Support
and Guidance as

(2.3) Develop Service Level Requirements:

This is one of the earliest activities within the
Service Design stage of the Service Lifecycle.
Once the Service Catalog has been produced
and the SLA structure has been agreed, a first
SLR must be drafted. Itis advisable to involve
customers from the outset, but rather than going
along with a blank sheet to start with, it may be
better to produce a first outline draft of the
performance targets and the management and
operational requirements, as a starting point for
more detailed and in-depth discussion.

Services

Provide Input as
Required

Provide Input as
Required

Required
It cannot be over-stressed how difficult this
4 activity of determining the initial targets for
inclusion with an SLR or SLA is. All of the other
processes need to be consulted for their opinion | |
on what are realistic targets that can be
‘5-,. Develop and Negotiate Service achieved, such as Incident Management on
> 3 Scope and Agreements incident targets. The Capacity and Availability
231 232 Management processes will be of particular value
8 From Determine Agréé all in determining appropriate service availability and|
= 2.2 » | Appropriate > SLR with performance targets. If there is any doubt,
o SLR for T provisional targets should be included within a
@ Service pilot SLA that is monitored and adjusted through
(I} 4 A a service warranty period.
[a
r____‘[___ r__J!___

Services

Provider — Support | Provider — Primary

Provide Input as
Required

Provide Input as
Required

| Indicates that one or more of these may
| be performed, as appropriate

.
|
4
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SD-2.4 Develop and Negotiate Service Scope and Underpinning Agreements

3/9/2009

NASA Business

Customer
Community

(SIM) Service
Level Management

Provide Oversight
and Guidance as
Required

Provide Oversight
and Guidance as
Required

Y

Y

PE/Service Mgr.

Develop Service Level

Requirements

From

23 >

A

Provide Service

241
Develop
Service

Scope

242 Reports

Develop and
Negotiate
Underpinning
Agreement

A

(2.4) Develop Service Level Requirements:

IT service providers are dependent on some
extent on their own internal and external partners
and suppliers. They cannot commit to meeting
SLA targets unless their own support team’s and
suppliers performances underpin these targets.
Contracts with external suppliers are mandatory,
but many organizations have also identified the
benefits of having simple agreements with
internal support groups, usually referred to as
Operating Level Agreements (OLAS) .
“Underpinning agreements: is a term used to
refer to all underpinning OLAs, SLAs and
Contracts.

Often these agreements are referred to as “back-
to-back” agreements. This is to reflect the need
to ensure that all targets within underpinning or
“back-to-back” agreements are aligned with, and
support, targets agreed with the business in
SLAs or OLAs. There may be several layers of
these underpinning or “back-to-back” agreements|
with aligned targets. It is essential that the
targets at each layer are aligned with, and
support, the targets contained within the higher
levels.

Services

r__J.___

Provide Input and
Support as
Required

Provide Input and
Support as
Required

Provider — Support | Provider — Primary

Services

Provide Input and
Support as
Required

Provide Input and
Support as
Required

| Indicates that one or more of these may
| be performed, as appropriate

1
I

10
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SD-2.5 Produce Service Reports 3/9/2009

9]
(%]
52
g = g (2.5) Produce Service Reports:
o
o i) g Immediately after the SLA is agreed and
< 3 o accepted, monitoring must be instigated, and
2 ) (@) service achievement reports must be produced.
=z Operational reports must be produced frequently
= (weekly — perhaps even more frequently) and, |——
= . where possible, exception reports should be
o @ Conduct Service produced whenever an SLA has been broken (or
o g R threatened, if appropriate thresholds have been
E [e)) 253 = set to give an “early warning”). Sometimes
% g Consolidate R 2% difficulties are encountered in meeting the targets
© Service . of new services during the early life support
’2-\ s Reports period because of the high volume of RFCs.
- — Limiting the number of RFCs processed during
@/ 2 3 the early life support period can limit the impact
Q of changes.
-
i The SLA reporting mechanisms, intervals and
a report formats must be defined and agreed with
s the customers. The frequency and format of
@ Service Review Meetings must also be agreed
o with the customers. Regular intervals are
S recommended with periodic reports synchronized
o with the reviewing cycles.
(7))
~
L
o
E‘ Develop and Negotiate  — — — — — — r————-—-—
© Service Scope and | | [ I
g » Underpinning Agreements | |
a o p—— | 251 | 252
| < N Monitor [N Produce |
= 24 ! Service | ! Service |
8 % | Performance | Reports
s ! b |
g I I
= | |
{ — !
+— i | |
‘O- Develop and Negotiate | |
o Service Scope and | |
% n Underpinning Agreements| I | I
n o — | 2.5.1 | | 252 |
| = Monitor \ Produce
= 24 1" Service | 1" Service re e e 1
% % | Performance | | Reports | | Indicates that one or more of these may |
S | | | be performed, as appropriate
< I re e e e e e e
=
0 e ——— S Jd
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SD-2.6 Conduct Service Reviews

3/9/2009

NASA Business
User
Community

Provide Input and

(2.6) Conduct Service Reviews:

Support as
nguired Periodic review meetings must be held on a
regular basis with customers (or their
y representatives) to review the service
achievement in the last period and to preview the
= service achievement in the last period and to —
c _ _ preview any issues for the coming period. Itis
o 2 Review and Revise SLA & normal to hold such meetings monthly or, as a
Q % Underpinning Agreements minimum, quarterly.
S o 252 =
[ g Coordinate R Actions must be placed on the customer and
% © Improvement r & provider as appropriate to improved weak areas
’2\ = Actions where targets are not being met. All actions must
—_- — be captured in minutes and progress should be
@/ g h reviewed at the next meeting to ensure that action
3 items are being addressed and properly
implemented.
—_—_—_
a' Produce Service | 1 Particular attention should be focused on each
S Reports : | | breach of service level to determine exactly what
) — 251 . I caused the loss of service and what can be done
O From Conduct | | Provide Input and Cl-3 to prevent any recurrence. It it is decided that the
= 25 > S r | Support as | > Service service level was, or has become, unachievable, it
E Review Required | Improvement may be necessary to review, renegotiate, review-
@ | agree different service targets. If the service
LU 4 | | break has been caused by a failure of a third-party
o | or internal support group, it may also be necessary|
o review the underpinning agreement or .
t th d t or OLA
h 4 | Analysis of the cost and impact of service
> p————— . ; fice
E | | breaches provides valuable input and justification
e | | of service improvement activities and actions. The
=0 | | | | constant need for improvement needs to be
o 8 Provide Input and | Provide Input and | Cl-3 balanced and fogused on Ihpse areas likely to give
[ | Support as | Support as Service the greatest business benefit.
E B | Required | | Required | Improvement
20 | |
= I I
e I I
= | |
i — !
= | |
o] | Iy I
g, | o !
n 8 | Provide Input and | | Provide Input and | Cl-3
l E | Support as | | Support as | » Service | | ]
Required Required Improvement .
% % | . | | . | 2 | Indicates that one or more of these may
S | | | be performed, as appropriate |
< I e
a e ——— S Jd
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SD-2.7 Review and Revise SLAs, Service Scope and Underpinning Agreements 3/9/2009

(2.7) Review and Revise SLAs and Underpinning
Agreements:

All agreements and underpinning agreements,
including SLAs, unpinning contracts and OLAs, must
be kept up-to-date. They should be brought under

NASA Business
User
Community

reviewed periodically, at least annually, to ensure that
they are still current and comprehensive and are still
aligned to business needs and strategy.

These reviews should ensure that the services
covered and the targets for each are relevant — and
that nothing significant has changed that invalidates
the agreement in any way (this should include
infrastructure changes, business changes, supplier
changes, etc.). Where changes are made, the

(SIM) Service
Level Management

Management control to reflect the new situation. If all

é Conduct Service agreements are recorded as Cls within the CMs, it is
S Reviews easier to assess the impact and implement the
) E— 271 2.7.2 changes in a controlled manner.
Q FUE Rew‘se‘ and (REED N
> 26 > e > |Negotiate OLA/ These reviews should also include the overall strategy
@ Service Scope UiEEElhIliy documents, to ensure that all services and service
Q CITEES agreements are kept in lime with business and IT
L 4 A strategies and policies.
o
—_—_——_r —_—_——_r
- i T 7
€ I I
= w0 | Provide Support in | | |
o 8 | i EZVZII?;E?}MC‘ | Provide Support in
| = 9 | the Development and |
= = | OpEEteEl Lee| | Negotiation of OLA
o O Agreement (OLA) | |
.-g n | Scope | | |
o | |
o I I
o | |
|5 ! L !
g | b |
=) Provide Support in | |
] 8 l il el e | l Provide Support in |
| = Negotiation of the Devel ]
S | Operational Level | ebeveopmentand| . e =
= 6 A t (OLA | Negotiation of OLA | K 1
% 0 | T (@) | | Indicates that one or more of these may |
S | ohs l | l | be performed, as appropriate
°c ! _ I R S, d e e e e e
=
o
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SD-2.8 Develop Contacts & Relationships with Business and Stakeholders

3/9/2009

Provide Input and

NASA Business
User
Community

(2.8) Develop Contacts and Relationships:

Support as
nguired It is very important that SLM develops trust and
respect with the business, especially with the key
y business contacts. Using the Service Catalog,
especially the Business Service Catalog element
- of it, enables SLM to be much more proactive.  ——
c The Service Catalog provides the information
[0) g that enables SLM to understand the relationships
o ] between the services and the business units and
S (=) business process that depend on those services.
0-’ g It should also provide the information on all the
0 < key business and IT contacts relating to the
’E\ > services, their use and their importance.
22
()
-
=
[%] A
<4 2.8.1
a n Develop
o (@) Contacts &
E P Relationships
wn ©] with Business &
D Stakeholders
L [
o
b
2 -t --a
g I
=0 | |
o 8 | Provide Input and
IS Support as |
S 0 | Required |
=% |
2 I
e I
=
a | |
2 I
Q.
a I
S 0 I
%2 8 [ Provide Inputand | |
(I | Support as |
o = T e e e e —————
Required
% % | 4 | | Indicates that one or more of these may |
= be performed, as appropriate
> | |
o | e —_——— 4 e ——— ——
S
o

14 NASA Service Level Management Process Version 1.0




SD-2.9 Record and Manage Complaints & Compliments

3/9/2009

[%)]
(%]
2 2z
= c .
‘g E S Provide
mon £ Complaints & Trouble Ticketing
< o g Compliments System
%) @)
< © [
z
- A
N
ne 291 292 Support Actions to 294
© © Log N Assign Address Close
o o Complaints & Complaints & Complaints and Complaint /
b %., Compliments Compliments Compliments Compliment
O ~
N A 7Y
(2.9) Complaints and Compliments: L
>
= The SLM process should also include activities
< g and procedures for the logging and management
0 = of all complaints and compliments. The logging
<Z( <:E procedures are often performed by the Service
_— Desk as they are similar to those of Incident
QO O Management and Request Fulfillment. The
£ c definition of a complaint and compliment should
[0l be agreed with the customers, together with
(&) agreed contact points and procedures for their
04 management and analysis. All complaints and
- ¥ _ _ ¥ _ _ compliments should be recorded and
S r r communicated to the relevant parties. All
IS | | | | complaints should also be actioned and resolved
£ 8 | b [Tz T e sascon f e o oo e
'S) Support Actions to | Perform Action | A ) P
(S | | Assign Complaints | o to Address for all complaints that are not actioned and
E ’6 | and Compliments | | Complaint / | resolved within an appropriate timescale. All
S0 Compliment outstanding complaints should be reviewed and
S | I | I escalated to senior management where
9 | | | | appropriate. Reports should also be produced
o on the numbers and types of complaints, the
- | | | | trends identified and actions taken to reduce the [
6 | | numbers received. Similar reports should be
o | | | | produced for compliments.
S I I
=)
7R , | 292 ion | | |
O | Support Actions to | Perform Action
| S Assign Complaints i P to Address 4|» ___________
T o | s | l S | | indicates that one or more of these ma !
S0 | | Compliment ! y |
S | | | be performed, as appropriate
<) I I
Y PN P J
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IT Service Level Management Roles and Responsibilities

A number of roles and responsibilities have been identified as essential to the IT
service level management process. The purpose of this section is to define
those functional roles and responsibilities necessary for effective IT service level
management, including but not limited to, NASA'’s staff, management, partners,
providers, and contractors, regardless of physical location, involved in identifying
and supporting IT service levels to NASA’s IT environment.

Roles Responsibilities

(SIM) Service level e Responsible for the documentation, modification, and update
Management Process of all IT service level management process documentation
Owner e Responsible for assuring that the service level process meets

organizational performance expectations

e Ensures that individuals/groups adhere to the service level
process

e Accountable for the efficiency, effectiveness, and
accountability of the process

¢ Responsible for service level management performance

reporting
Business Relationship e May interface to multiple customer constituencies
Coordinator e Creates/maintains service catalog offered by the organization
e Formulates and maintains an appropriate service level
structure

e Develops and refines service level agreements (e.g. service
based, customer based or multi-level)

o Coordinates service level agreements, operational level

agreements, and products/services

Support third party supplier/contract relationships

Accommodates existing service Improvement

plans/programs

Produces regular reports on service performance

Reviews outstanding actions with current performance

Primary interface for pro-active relationship management

Establishes IT's performance measurement structure in

relation to customer needs

Product/Service Manager ¢ |dentifies and structures business relevant IT
products/services

e Assembles and manages IT products/service catalog

e Reports on IT product/service performance and utilization

Service Level Coordinator e Assists with service level management reporting and
documentation

e Assists with service level timeliness, follow-up, and
integration with other processes (e.g., change management)

Identification and Categorization of IT Performance

Successful IT service level management requires IT to articulate service/product
performance in relation to specific customer requirements. Effective service level
management requires IT to:
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Identify relevant IT performance items

Develop an IT product/service catalog

Identify relevant IT key performance indicators

Categorize customers into appropriate groupings

Identify those performance indicators that are relevant to the customers
Correlate customer' and IT' KPIs

Agree on measurement units

Align products/services with agreed KPIs

Develop appropriate collection and reporting vehicles

Service Level Reporting and Communication

Service level reports will be negotiated between IT customers and IT
representatives (e.g., service level managers). The following service level items
must be negotiated:
e Service level agreement reviews will be performed periodically (e.g.,
annually) to assess value, relevance, etc.
e Service level reports will be delivered periodically (e.g. monthly) to
[Name/Department] by [Name/Department].
e Penalties for missing agreed to service levels may be levied at a rate of
[x%] of monthly service cost
e Service level managers will be responsible for coordinating all interactions
between IT their business customers

IT Service Catalog Development

IT must be able to articulate its offerings and capabilities to effectively set and
manage customer expectations. It is imperative, therefore, for each IT
community to provide the following IT product/service catalog components:

e Alisting of products/services delivered by each IT community

e A definition for each IT product/service delivered

o Key performance indicators for each IT product/service delivered

e Relevant cost components for each IT product/service delivered

IT Service Level Management Performance Measures

NASA will measure and maintain the performance of its IT service level
management process with the following performance measures:
e Avg. customer satisfaction (1=low, 5=high)
Frequency of customer satisfaction surveys (in Months)
SLA reporting Frequency (Monthly, Quarterly, Semi-annual)
# of relevant service levels managed/communicated
Preferred method of reporting

17 NASA Service Level Management Process Version 1.0



o Paper reports
0 In-person presentations
o0 Electronic methods
e Product/service catalog is in place (yes/no)
e # of service level agreements
e # of people dedicated to service level management
o # of service level/account managers
o # of report creators
o # of product managers
Service-level management budget
% of services covered under a SLA
Frequency of SLA reviews (in months)
Time lag for clearing issues
# of outstanding issues

IT Service Level Management Key Integration Points

Effective IT service level management requires significant integration between
those technology and business communities that support, or request support of,
NASA'’s IT environment. As such, the IT service level management process
should include, but not be limited to, the following process integration points:
e Inputs
o0 Service level Management

Business Partners
Identify business relevant performance measurement
IT Communities
Identify what measures can be captured
Incident Management, Monitoring and Configuration Management

o Performance feeds
e Outputs

o Configuration Management

o0 Service level Management

0 Business Partners

o IT Communities

O O0OO0OO0O0

Document Maintenance

The Service Integration Management office and associated parties will review the
IT service level management process document annually for performance and
refinement opportunities.

Additional reviews may be conducted as needed to amend policies to reflect
changes in NASA'’s IT and business strategies, service offerings, and changing
conditions in legal, regulatory, and market conditions. Suggestions or feedback
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regarding the IT service level management process document may be submitted
to the document owner, who will formalize and submit draft document revisions
for review and approval by the document review board. Once approved, the
document owner will update and distribute the document.
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