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Overview

The Network Communications Initiatives (NCI) project has been created to support the NASA CIO’s Information Technology Infrastructure Integration Program.  The focus of the NCI project is to address issues inherent to NASA’s end-to-end network infrastructure.  The project was presented to the OCIO Information Technology Management Board (ITMB) and the Strategic Investment Board (SIB) in February 2008.  At that time, funding was approved and the project was authorized to proceed.  

The technical architecture presented in this document addresses the management directives outlined in the Problem Statement and Objectives of the NCI Project. 

The now obsolete NASA STD 2813 created a basis for centers to establish two network zones (networks with a common security posture) – Public and Private. However, this approach was not implemented consistently across all centers and, therefore, Centers may be in varying states of readiness to migrate to the NCI architecture.  Centers that did establish a Private and Public network environment should be well positioned for the migration.  The introduction of a “zone” network architecture to the Agency Wide Area Network (WAN) and Center Local Area Networks (LANs) is intended to support the NCI management directives by:

1. Strengthening the Agency's External Network Perimeter
2. Creating Consistent Center Perimeter Networks

3. Building Out the Agency Intranet

4. Centralizing Network Management of the Agency's Local and Wide Area Networks
It should be stressed that while the NCI architecture will provide for a number of levels of defense-in-depth, the zoned architecture should not lead to a false sense of security.  Data owners are responsible for identifying the sensitivity of their data and establishing and maintaining appropriate host-based security.  

This white paper will outline the NASA Zoned Network Architecture as proposed by the OCIO Program Executive for Communications.
Network Zones
For the purpose of this architecture network zones are defined as:
A set of network based resources sharing a common network security boundary based on that resource’s purpose and the type of information contained within that resource.
A security zone may have network sub-zones whereby resources sharing the same physical boundary may have differing requirements for security classification, access, or control. 
Three distinct zones have been identified that would logically separate Agency, Center, Project, Business Partner, and Public resources. While this architecture initially focuses on high-level network zones, it lays the framework and capability to further define zones into sub-zones to further segregate resources.  For example the initial implementation groups all Public resources into a single Public zone behind a firewall.  It is anticipated that Centers will initially be in different states of 2813 compliance. The architecture does not prohibit using additional firewall interfaces/sub-interfaces to split this Public zone into multiple sub zones. One could contain resources accessible from Agency and business partners to isolate those resources from those with a lower security level that are assessable from the public Internet.
Migration strategies and approach for grouping resources into the appropriate network zone and migrating those sub-zones into the desired end state architecture will be addressed in a separate white paper.
DMZ is defined as:

(DeMilitarized Zone) A middle ground between an organization's trusted internal network and an untrusted, external network such as the Internet. Also called a "perimeter network," the DMZ is a subnetwork (subnet). 
For the purpose of this architecture, firewalls are included in the Public and Perimeter (DMZ) networks, protecting the Intranet from external networks, and controlling access between all zones.
The distinct zones that have been identified are as follows:

Intranet Zone
Within this zone, the following networks exist:

· Center Private  - Center-managed resources

· Sample hosts include ODIN seats, print servers, file servers, internal Center Web resources 
· Agency Private – Agency-managed resources

· Sample hosts include CBACS, IPAM, collaboration services, and other infrastructure services
· Data Center Private – Agency-managed resources
· Separate physical locations (i.e., NASA Data Centers)
· Sample hosts and applications include special file servers, Agency resources, collaboration services, IEMP, NOMAD
Public Zone

Within this zone, the following DMZ networks exist:

· Center Public – Center-managed resources

· Sample devices include public-facing servers and services

· Agency Public – Agency-managed resources 
· Sample devices include public-facing servers and services contained within an Agency Data Center
· Perimeter

· Sample policy is Trusted Internet Connectivity (TIC)

· Sample devices include proxies, firewalls, and switches

Extranet Zone

Categorized by the following:
· Public network access via Internet
· Sample users include Corporate Partners/Projects (Communities of Interest)

· Public network access via dedicated circuits (subject to OMB TIC)
· Sample users include Corporate Partners/Projects (Communities of Interest)

· Private network access via client VPN

· Sample users include NASA employees and credentialed contractors (approved workstations)
· Agency-wide client VPN beyond the scope of the NCI Project

· Existing Center client VPN systems
· LAN-to-LAN VPN tunnels as allowed by OMB TIC (TBD)
Zone Security Levels

The value of a security level is used to depict the trust level of a zone in relation to another zone. Traffic originating from a zone with a higher security level is permitted to enter a zone that has an equal or lower security level with minimal to no restrictions. 

Traffic originating from a zone with a lower security level than the destination zone will be restricted by default. The use of authentication, access control lists (ACLs), and/or firewall rules is required to permit this type of zone-to-zone communication.
Figure 1 provides a high level depiction of how different security zone networks will interconnect based on security levels.
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Figure 1.  Security Zones and Interconnects 
Zone Definitions

As stated earlier in the document, this network infrastructure will consist of 3 distinct network zones:

· Intranet

· Extranet

· Public

The following sections describe each security zone based on resource classification and security posture. In addition, any currently defined sub-zones (same boundary with different security/access requirements) will also be addressed.  Sub-zones can be used to separate resources with different security classifications.
Intranet Zone
The Intranet is a private network zone that will be used to interconnect internal NASA IT resources and to provide a secure transport for NASA information. 

The Agency Intranet can be understood as "a private version of the Internet," whose access is confined to NASA employees and credentialed contractors requiring direct access to NASA systems. 

The complete Agency Intranet consists of three network classifications:

· Center Private 
· Agency Private
· Agency Data Center Private 
A Center Private network is defined for the set of resources requiring access to Internet, Extranet, and Intranet resources. This is the internal general computing network where resources such as workstations, general office automation, and collaboration types of resources reside. In general, open or unrestricted network communications between Center Private networks will be allowed to facilitate collaboration.
The Agency Private network provides a centrally-managed, secure networking environment at each Center to support Agency projects requiring distributed deployment (i.e. CBACS components distributed to each center).
The Agency Data Center Private network is envisioned to support centrally-managed, secure resources at selected locations to support Agency projects, and generally refers to the NASA Data Center(s) (NDC). The NDC is out of scope of the “Build Out the Intranet” initiative.  The existing security policies in place will remain and will interoperate with the new zones established as part of this project.

Basic Intranet Policy

· Direct access from public devices to any Intranet device is prohibited.
· Intranet devices can not be directly connected to devices connected to the Internet or the Extranet.
· Authorization of access to resources on the Intranet adheres to the least-privilege principle.

Intranet Sub-Zone:  Moderate
All Center Private networks will have a security classification of “Moderate” as defined below.
All Agency Private networks will have security classifications of either “Moderate” or “High” (defined in the following section).  

Security Classification:  Moderate – A security breach could compromise confidential, sensitive and vital information and violate federal and state laws and or regulations. 

Typical devices, information, applications, network protocols, and connection types permitted in an Intranet Moderate sub-zone include:

· Distributed confidential, sensitive and vital information. 

· Dedicated project and related computers and servers. 

· Center workstations (PCs, laptops).

· Servers for office suite applications, department-specific databases, NASA-only file sharing, network printers and Intranet web pages for internal use only. 

· Outgoing Internet connections which don't create a security risk or impair network functionality. Internet connections must flow through Border Proxy Servers or Border Firewalls providing Network Address Translation, NAT, and Port Address Translation, PAT.
· Incoming Virtual Private Network, VPN, client connections from authorized and authenticated users. 

· Specifically defined and approved connections from each of the other zones, such as: 

· Default paths to the Extranet for HTTP, SSH, FTP/SFTP, MS-admin protocols. 

· Default paths to the Extranet for HTTPS, SMTP, IMAPS, LDAPS protocols.

· Host-to-host filter paths to the Extranet for SSH, FTP/SFTP, MS-console protocols. 

· Host-to-host conduits to the secure intranet for SQL-secure, SSH, FTP/SFTP.

· Filtered access-lists for LDAPS and HTTPS protocols to the secure intranet. 
Typical devices, information, applications, network protocols and connection types prohibited in an Intranet Moderate sub-zone include:

· Publicly accessible servers or workstations. 

· Unauthenticated connections. 

· Any protocol, application or service deemed by the Network Architecture Board, NAB, to pose a potential security risk (for example, Whois, Finger, POP Mail service, IRC, or P2P).

· Parallel networks or other technologies that may circumvent the firewall protection and security.

Intranet Sub-Zone:  High
Agency Private devices will have security classifications of either “Moderate”  (defined in the previous section) or “High” as defined below.  

Security Classification:  High – A security breach could compromise confidential, sensitive and vital information and violate federal and state laws and or regulations, record management requirements and jeopardize financial resources. 

Classification is dependent on resources housed with the zone.  The Authorizing Official (AO) for the system will be responsible for designating the classification.

Typical devices, information, applications, network protocols and connection types permitted in an Intranet High sub-zone include:

· Primary information systems, databases and repositories.

· Personnel and Financial records. 

· Security databases. 

· Application access restricted to "minimum necessary". 

· Centralized confidential, sensitive and vital information. 

· Host-to-host application specific conduits to the Extranet. 

· Explicitly defined host-to-host conduits to the general intranet. 

· Filtered conduit connectivity to the general intranet for a few restricted protocols (HTTPS, LDAPS).

Typical devices, information, applications, network protocols and connection types prohibited in an Intranet High sub-zone include:

· Publicly accessible servers or workstations. 

· Any direct connection from a device on the Agency Private network to a device on the Internet or extranet.

· Host connectivity with interfaces in the Agency Private network and any other Center security zones. 

· Unrestricted connections without proper authentication and encryption. 

· Any protocol that is not required to support the hosted application. 

· Parallel networks or other technologies that may circumvent the firewall protection and access security.

Extranet Zone
The Extranet Zone categorizes networks connected to NISN that exist external to the Private and Public zone and are used to share Agency and Center resources and information with approved Agency suppliers, vendors, Partners, and customers.
The Extranet can be understood as a private intranet mapped onto the Internet or NISN-managed circuit that is not accessible to the general public. Similarly, "extranet" is a useful term to describe selective access to Intranet systems granted to suppliers, customers, and partners. 

The Extranet consists of Internet- and dedicated circuit-linked connections providing access to resources intended for Business Partners (i.e. Communities of Interest). These connections may utilize VPN tunnels from the Internet to access the Extranet resources as determined by OMB via TIC mandates.
Credential users connected via the Extranet have limited access and connectivity to other internal (Intranet) resources while allowing access from internal and “trusted” external resources.

A connection into the Extranet Zone requires security and privacy via firewalls, user authentication, and the use of encryption as appropriate for data that traverses the public network.  Management of the Extranet resource security posture is managed and maintain by the Center/Resource Owner.  Only management of the ingress/egress of Extranet network traffic to the Public and Private zones is within the scope of the NCI project.
General Extranet Policy

· Computing resources that are to be available to Agency suppliers, vendors, partners, and customers via the Internet must be located in an Extranet. 
· NAB will approve Public and Private Zone firewall rules related to Extranet traffic flow. 
· Access for database, content and routine maintenance must take place through secure application ports through a firewall unless approved by the NAB.

· Authorization must adhere to the least-privilege principle.

Extranet Zone:  Moderate

Extranet-accessible resources are currently limited to a Moderate security classification, as described below.  A "High" sub-zone may be considered if deemed necessary and permissible.
Security Classification:  Moderate risk - a security breach could compromise confidential and sensitive information and violate federal and state laws and regulations.
Typical devices, information, applications, network protocols and connection types permitted via the Extranet, classified as “Moderate” include:

· Mail servers serving as relay only (SMTP: port 25) 

· LDAP read only servers (LDAPS: port 636) 

· SSL based web Servers (HTTPS: port 443) 

· Secondary DNS servers (DNS: port 53) 

· Secure FTP servers (via SSH: port 22) 

· Applications requiring the public to provide and/or access information and or other information protected by privacy regulations. 

· Authorized confidential and sensitive information stored on only a temporary basis (i.e. for the duration of the transaction) 
Typical devices, information, applications, network protocols and connection types prohibited via the Extranet, classified as “Moderate” include:

· Permanent databases containing confidential or sensitive information. 

· Information exchanged via insecure protocols. 

· Any services and/or protocols not specifically required and identified unless approved by NAB.
Public Zone

The Public Zone consists of Public and Perimeter DMZ networks, and is generally accessible to the Internet.

The Public network (DMZ) is a publicly-available Center network that will be used to share Center or Agency resources and information with the general public. 
The Perimeter network (DMZ) is the network of devices (routers, switches, firewalls, and proxy servers) that interconnects the Public, Intranet and Extranet Zones. Device access and management is performed out-of-band (beyond the scope of this document, but addressed under NISN SOP). 

All Public zone networks will have a security classification of “Low” as defined below.
The Public DMZ network provides outbound access from the Public Zone to other zones and is restricted to required and authorized ports only.
The Perimeter DMZ network provides outbound access and is restricted to required and authorized ports only.  Only the device IP addresses related to routing are publicly available, or reachable.

Public Zone:  Low
All Public networks will have a security classification of “Low” as defined below.
Security Classification:  Low - A security breach would cause minimal impact to other Center resources or services.
Typical devices, information, applications, network protocols and connection types permitted on a Public network classified “Low” include:

· Web servers  

· FTP servers  

· SSH servers  

· Publicly accessible servers 

· General application servers 

· Primary DNS servers 

· Internet-initiated connections to other hosts within this same zone if required for the completion of services provided by these hosts 

· Protocol-specific connections initiated from hosts in other zones on an approved host-by-host basis 

Typical devices, information, applications, network protocols and connection types prohibited on a Public network classified “Low” include:

· Confidential or sensitive information. 

· Outgoing connections to hosts in any other zone. 

· Any service or protocol not approved by NAB. 

· Any material that isn't related to official NASA business. 
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